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Identify Resources
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1. Purpose

The Digital Preservation Framework formalizes the University of Minnesota Libraries’ commitment
to the long-term preservation of its diverse and extensive range of digital resources, thereby
assuring enduring access to these resources. This document outlines the Libraries’ approach to
the preservation of digital resources and the associated information used to effectively manage
these resources, especially for digital content that resides uniquely under the Libraries’
stewardship.

The Libraries’ digital resources are subject to the same overarching criteria for curation --
selection, management, and preservation -- as other resources in the Libraries’ collections.
Collection specialists, experts on the enduring value of the content, in consultation with
preservation and information technology experts, make these decisions. Digital preservation
decisions are made on the basis of this framework document, the Libraries’ strategy and
direction, the regard for the enduring value of specific digital resources, and the feasibility of
providing the necessary preservation services. Ideally, decisions about the need for and level of
preservation are made at the time of creation, acquisition, or licensing of digital resources. In
general, the Libraries retains primary preservation responsibility for all digital resources directly
under its stewardship.

Submitted July 2013
Reviewed by Cabinetand LLC, July 2013

bigital Repository Task Force Findings

Summary of Task Force Activities

The Task Force was initially chartered and launched in September 2012 by John Butler and
Karen Williams. Members included Erik Moore (chair), Chad Fennell, Cody Hanson, Stephen
Hearn, Lisa Johnston, Julia Kelly, Arvid Nelsen, Jon Nichols, Jason Roy, and Bill Tantzen

The Task Force met a total of thirteen times as a group and most members attended three
separate webinars on repository topics. Meetings included presentations on digital repositories
by the repository managers (AgEcon. UDC, UMedia), discussions of related repository issues
(born-digital records, metadata, discoverability, preservation), review of architectural systems
and their component parts (Fedora, Drupal, Solr, APIs), as well as a look at locally developed
systems that have repository-like functionality (EthicShare, Ojibwe People's Dictionary). All
members of the Task Force provided their expert opinions and added to robust, thought
provoking discussions
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Priority Setting

e Legacymedia o bpd-lleer fccese
e New acquisitions e Ingest

e \Where do we store it?
e How do we transfer it (software/equipment)
e \What procedures and workflows do we use”?
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U of M ASC Workstation




U of M ASC Workstation

Dell Optiplex 7010, minitower
e Processor: Intel Quad-core i7-3770 CPU @
3.4-GHz
e Memory: 16 GB
e Storage:
C: =500 GB hybrid drive with 8 GB of SSD
(operating system)
D: =4 TB hybrid drive with 8 GB of SSD
(ingest, analysis, interim storage)
e 4 front facing USB ports (2 are USB 3.0)
Video: AMD Radeon HD 7570 / dual monitors /
Dell 27-inch

Operating System:

Dual-boot = Windows 7 64-bit
(primary) & Ubuntu / BitCurator
(secondary)

Write-blockers:
Tableau Forensic USB Bridge
in second bay of minitower

Additional Hardware:
e 3.5inch USB floppy drive
e USB zip disk drive
e [nternal CD/DVD drive




Donor Relations

Copyright/intellectual property concerns
Sensitive or private information?
Deleted information

Donor-imposed restrictions

File formats

Provenance & contextual info



Accessioning Procedures
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Tools: BitCurator

BitCurater




Tools: DataAccesioner
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| £/ DataAccessioner v. 1.0
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File FITS Tools

Collection Title RSCDS

Your Name YMCA Archives
Accession Number y20140813

Accession to Directory ] C:\Users\|dfs\Desktop\y20140813 test

Source/DirectoryJ ExdudeJ IndudeJ

Source Name/Identifier RSCDS-TC

- RSCDS-TC Date Size (bytes) S
= RSCDS-TC Nov 12, 2012 0| ~
Thumbs.db Jan 23, 2012 22016
+ Teaching Plans-Syllabi Nov 12, 2012 0
+ Teachers Meetings-Reports Nov 12, 2012 0 |
+ TAC Nov 12, 2012 0 i
|_] scoball.jpg Jun 7, 2011 31726

|_] RSCDS description.doc Jul 31, 2007 27136
+ RSCDS Board Nov 12, 2012 0
+ RenFest Nov 12, 2012 0
+ PerfReps Jul 27, 2014 0
+ Music Workshop Nov 12, 2012 0

TP

NP ST PEY

ile/Folder Dublin Core Metadata



Tools: DataAccesioner

I w‘_J UAINLLLWALUOTL T TVUDLWUUL JUlT L&, Vi LU0 10JV
|| DanceCribs-ETF-vO-Index.xls Jun 12, 2012 577536
|_] Bright and Merry.doc Jul 23, 2012 27136
L] Autumn Wind.doc Oct 22, 2013 22528| .

ile /fFolder Dublin Core Metadata

Dublin Core Elementiédc:creator i w

Metadata Value B

Add New ” Remove Selected

Element Value

dc:creator ]Lara Friedman-Shedlov




Tools: DataAccesioner
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Tools: DataAccesioner

’@1 = |+ Book2 - Microsoft Excel ‘
m Home Insert Page Layout Formulas Data Review View Add-Ins DYMO Label Design
=& o Calibri c11 - A A === & SiwepTe General - =| ;| No
Paste e B 7 U~ - A= | $ v % 9 | %09 Con‘Eﬁna\ F:ﬁt Go
- J Format Painter - = - = N o e Formatting ~ as Table ~
Clipboard Font Alignment Number
Al - fe | name
1 — —
2 y20140813 RSCDS-TC 11/12/201212:36 ball story.doc 4/12/200511:18 25600 c28ae07d46787b7df7c576c3ef7d0167
3 y20140813 RSCDS-TC 11/12/201212:36 ball story.doc 4/12/200511:18 25600 c28ae07d46787b7df7c576c3ef7d0167
4 y20140813 RSCDS-TC 11/12/2012 12:36 ball story.doc 4/12/200511:18 25600 c28ae07d46787b7df7c576c3ef7d0167
5 y20140813 RSCDS-TC 11/12/201212:36 ball story.doc 4/12/200511:18 25600 c28ae07d46787b7df7c576c3ef7d0167
6 y20140813 RSCDS-TC 11/12/2012 12:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdf9ffa
7 y20140813 RSCDS-TC 11/12/201212:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdfsffa
8 y20140813 RSCDS-TC 11/12/2012 12:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdf9ffa
2 y20140813 RSCDS-TC 11/12/201212:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdf9ffa
10 RSCDS y20140813 RSCDS-TC 11/12/2012 12:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdf9ffa
11 RSCDS y20140813 RSCDS-TC 11/12/2012 12:36 Branch Brochure.doc 8/5/2009 13:07 138752 1286da82cae6337d3f282d760bdf9ffa
12 RSCDS y20140813 RSCDS-TC 11/12/2012 12:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
13 RSCDS y20140813 RSCDS-TC 11/12/201212:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
14 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
15 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
16 RSCDS y20140813 RSCDS-TC 11/12/2012 12:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
17 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 ghillielogo.jpg 12/15/2005 16:19 29492 e867f3429e1d8088074dd4b42c0d73ce
18 RSCDS y20140813 RSCDS-TC 11/12/201212:36 RSCDS description.doc 7/31/2007 17:06 27136 ebd8460dd92cldebcba09b3d91af5410
19 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 RSCDS description.doc 7/31/200717:06 27136 ebd8460dd92cldebcbad9b3d91af5410
20 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 RSCDS description.doc 7/31/200717:06 27136 ebd8460dd92c1debcba09b3d91af5410
21 RSCDS  y20140813 RSCDS-TC 11/12/201212:36 RSCDS description.doc 7/31/2007 17:06 27136 ebd8460dd92cldebcba09b3d9laf5410
An lmrAne  Lansannan nesne A a4 faalanan anias AAnL 1 o FlImlnnta aArA  AamArs AAAF Ao ~resem_AEAsA—A AL ranfas




Tools:

ashMyFiles

HashMyfFiles () e S HashMyFiles
e e N
File Edit View | Options | Help File Edit | View | Options Help
&0 QY Hash Types »| v MD5 SO Show Grid Lines l
Filename CRC32 Display Mode » SHAL File Siz Filename v Show Tooltips Column Settngs x )
Show Time In GMT CRC32 Mark Odd/Even Ro —A—
v Mark Hash In Clipboard v SHA-256 . ) Check the columns that you would like to make visible. Use the
HTML Report - Al Move Up and Move Down buttons to reorder the columns

Mark Identical Hashes
Enable Explorer Context Menu
Show Hashes In Uppercase

Extract Version Information

Add Header Line To CSV/Tab-Delimited File

PutIcon On Tray
Always On Top

SHA-512
SHA-384

HTML Report - Sele

Choose Columns

Auto Size Columns

Auto Size Columns

Refresh

»

NirSoft Freeware. http:/iwww,

U -
Full Path
BExtension
File Size
Created Time
Modified Time Hide
MD5
SHAT Default
[7] CRC32
|v] SHA-256
[7] SHA-512 -

Move Down

ISISISISISIS
m

Width of selected column (in pixels): 150




Tools: HashMyFiles

] HashMyfFiles

File Edit View Options Help

S0=Q|EE |

Filename Full Path Extension File Size Created Time Modified Time MD5 SHA-256 Identi
] Fast Processing Projec... G:\Fast Processing\Fast Processing Proj... doc 34,816 8/14/2014 2:58:58 ...  2/4/200912:29:38 ...  be085c0951cca7c26802... a240f37908c9e9cc49cbb1273b515748234€lf... 1
] Fast Processing Projec... G:\Fast Processing Project Training.doc doc 34,816 8/14/2014 3:16:39 ...  2/4/200912:29:38 ...  be085c0951cca7c26802... 2240f37908c9e9cc49cbb1273b515748234€lf... 1
& CollectionInformation... G:\CollectionInformationTemplate.xitx xltx 12,755 /4/200911:19:45 ...  2/9/200912:12:56 ...  f295596826884e4a3c0f4... 3e85e63f5c78ff11531a59f139f80d4317 c6718f...
| WMPInfo.xml GAWMPInfo.xml xml 296 2/13/2009 8:57:25 ...  2/13/2009 8:57:26 ...  7a05b3692cdebc7d471... 0e697146daed133c72ebc5a6d1ece20f43d716...
) Audio Tape Inventory.... G:\Audio Tape Inventory.xlsx xlsx 71,856 5/20/2010 2:06:41 ...  8/19/2010 2:35:32 ...  46568782d97b181e3597... 953ee51b7db740410ef465cedacadedddffce...
& video Inventory.xlsx G:\Video Inventory.xlsx xlsx 174,586 /20/2010 2:06:54 ...  8/19/2010 2:25:02 ...  24506f01baf2b60bal35... 830c3e8776912d7260b29bfc6d6717cfladdl...
E boxlistEADconversion.... G:\boxlistEADconversion.xlsx xlsx 8,429 8/21/2009 1:04:26 ...  8/21/2009 1:51:54 ...  9eb3215a8758f11cc56ff... 3208119cdccb0968caed419291d7de8ccarcc...
@ DVD Inventory.xlsx G:\DVD Inventory.xlsx xlsx 12,866 6/1/2010 3:04:59 PM  8/13/2010 12:04:36... ca%alla2a994abd71650... fefalad8b02al1596632d3c58763a10477c9c23...
E NAFYRxlsx G:\NAFYR.xlsx xlsx 15,598 7/9/200911:39:30 ...  8/26/200912:19:22... 5cbd91fd8d31121afae2... 569¢77be22fb83f168538b20e16a5€1d386387...
& Copy of Friermood Ye... G:\Copy of Friermood Yearbook Invent...  xls 73,216 9/29/2009 2:34:32 ...  10/6/20091:43:06 ...  8f3d8c0cb25288459a0a... 8f2ecldb784698db60d419fel659af648fd562...
&) Film Inventory.xlsx G:\Film Inventory.xlsx xlsx 46,009 8/13/201012:33:22...  8/19/2010 2:22:02 ... 98cda2cl7a5ecdcbe762... 4cb0a8daad4edff58d8c7640d18beBe6f58b05...
& Gladish Papers-addto... G:\Gladish Papers-addtoFP180.xls xls 28,160 9/23/2010 12:06:45...  5/11/2007 9:16:48 ...  fe25849f06ad1674cd46... bfb198f2e3ecd c398e03c3228345417085¢cda3...
@_] Unknown-misc-needs... G:\Unknown-misc-needs to be added t...  xlsx 16,005 /20/2009 12:48:42... 8/20/2009 3:47:04 ... {6a849717fe0f9a3dc2a8... 80630174d4f4d6c7477f71dbab71c5658a8792...
& AVCollectionlnformat... G:\AVCollectionInformationTemplatexitx  xltx 10,798 5/1/2008 9:59:18 AM  5/1/2008 9:58:56 AM  776782eb75b0f8d492ba... 670ba583c28befcb6f5cbl4fc3c3f35d87a0171...
L‘_‘—ﬂ MISCscrapbooks.xlsx G:\Scrapbooks\MISCscrapbooks.xlsx xlsx 13,986 10/19/2010 2:13:49...  6/4/2010 3:40:36 PM  c3618ca368b51e0fcd98... 9d1c26cch8bc32398b6c4e8238c3bb8f7a8a6...
&) BWscrapbooks.xlsx G:\Scrapbooks\BWscrapbooks.xlsx xlsx 13,314 10/19/2010 2:13:50... 6/4/2010 3:37:18 PM  9da51634e25424449243... 031ebf79dc43d41dcbe77fd528668fee052bde...
ﬂWS\‘.";‘-n:raphr:r:l»':hrl:-n G:\Scrapbooks\SWscrapbooks.xlsx xlsx 13,164 10/19/2010 2:13:51... 6/4/2010 3:36: b5add15eb20a4099b2b... 64bac63b74d364cab81895fdafdf22b5f6bc56...




Questions & Considerations

e \Who is involved in each step/process?

e How critical are forensic processes?

e |[f disk image is captured, how long to keep
initial bitstream?

e \When and what file formats should be
“normalized”



Summary Points

Don’t be afraid

Determine what you are contending with

Find friends & allies

Plan short term -- build capacity over time

Get some training; build your vocabulary

Expand your circle of friends & allies -- Reach out!
|dentify your resources -- administrators and IT
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