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Starting at Zero
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Jumping In: Leap of Faith!
● Assessment
● Investigation
● Training
● Discussions
● Strategizing
● Seeking Support



Demonstrate Need



A.      Identify and Speak to People You Think Can Help and Provide resources
A.      Identify and Speak to People You Think Can Help and Provide resources

Identify Resources



Start Where You Can
Training & Self Education



Priority Setting
● Legacy media
● New acquisitions

● End User Access
● Ingest

● Where do we store it?
● How do we transfer it (software/equipment)
● What procedures and workflows do we use?



Blank comparative evaluation chart used to formulate 
recommendation for a born-digital ingest workstation



U of M ASC Workstation



U of M ASC Workstation
Dell Optiplex 7010, minitower 
● Processor: Intel Quad-core i7-3770 CPU @ 

3.4-GHz
● Memory: 16 GB
● Storage: 

C: = 500 GB hybrid drive with 8 GB of SSD 
(operating system)
D: = 4 TB hybrid drive with 8 GB of SSD

 (ingest, analysis, interim storage)
● 4 front facing USB ports (2 are USB 3.0)

Video:  AMD Radeon HD 7570 / dual monitors / 
Dell 27-inch

Operating System:
Dual-boot = Windows 7 64-bit 
(primary) & Ubuntu / BitCurator 
(secondary)

Write-blockers:
Tableau Forensic USB Bridge 
in second bay of minitower
Additional Hardware:
● 3.5 inch USB floppy drive
● USB zip disk drive
● Internal CD/DVD drive



Donor Relations
● Copyright/intellectual property concerns
● Sensitive or private information? 
● Deleted information
● Donor-imposed restrictions
● File formats
● Provenance & contextual info



Accessioning Procedures

Gather 
info from 
donor

File 
transfer

File manifest

Sensitive/Private info

Assemble 
“AIP”

Move to 
storage

File 
transfer 
planning Virus/malware



Tools:  BitCurator



Tools: DataAccesioner



Tools: DataAccesioner



Tools: DataAccesioner



Tools: DataAccesioner



Tools: HashMyFiles 



Tools: HashMyFiles 



Questions & Considerations
● Who is involved in each step/process?
● How critical are forensic processes?
● If disk image is captured, how long to keep 

initial bitstream?
● When and what file formats should be 

“normalized”



Summary Points
● Don’t be afraid
● Determine what you are contending with
● Find friends & allies
● Plan short term -- build capacity over time
● Get some training; build your vocabulary
● Expand your circle of friends & allies -- Reach out! 
● Identify your resources -- administrators and IT 



Thank You
U of M Libraries Electronic Records Task Force Web Page

z.umn.edu/libertf

Lara Friedman-Shedlov | ldfs@umn.edu | @ldfs

Arvid Nelsen | nels0307@umn.edu


